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Abstract—Authenticated key agreement between vehicles and
roadside units (RSUs) is crucial for securing vehicular ad-hoc
networks (VANETSs). However, most of relative works cannot
withstand quantum attacks due to the adoption of conventional
cryptographic algorithms, such as those based on discrete loga-
rithm and large integer factorization problems. Although some
solutions generally employ lattice problems to resist against
quantum attacks, they lack a privacy preserving mechanism to
provide the unlinkability of vehicle public keys or certificates, as
well as robust conditional traceability. In this study, we propose
a lattice-based robust authenticated key agreement (LBRAKA)
scheme for VANETSs, which facilitates anonymous authentication
and key negotiation between vehicles and RSUs and employs
the ring learning with errors problem to withstand quantum
attacks. Specifically, obfuscated expiration times are allocated to
vehicle public keys and certificates for achieving the unlinkability
of public keys. Vehicles and a central authority are required
to create commitments to the vehicle’s real identity and public
key, in order to support robust conditional traceability. Security
analysis demonstrates that LBRAKA not only ensures anonymity,
conditional privacy, unlinkability, key escrow freedom, public
verification of traceability, and tracing robustness, but also ef-
fectively thwarts most known attacks. Comparative experimental
results show the promising usability of LBRAKA.

Index Terms—VANETS, lattice-based authenticated key agree-
ment, robustness, unlinkability.
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EHICULAR ad-hoc networks (VANETs) have moved

from pilot demonstrations to commercial applications,
and will become an indispensable part of people’s daily lives.
In VANETS, vehicles equipped with on-board units (OBUs)
can communicate wirelessly with roadside units (RSUs) di-
rectly via the dedicated short range communication (DSRC)
protocol, which is defined as vehicle-to-infrastructure (V2I)
communication. During V2I communication, RSUs collect
traffic information from vehicles and forward it to a traffic
center, which allows the center to make real-time decisions and
improve traffic conditions. Additionally, vehicles obtain traffic
information from RSUs, e.g., traffic conditions, accidents, and
road speed limits. Therefore, V2I can enhance driving safety,
navigation efficiency, and traffic flow management.

Although VANETS offer many conveniences, they still face
several challenges related to security and privacy [1]-[3]. (i) In
terms of communication security challenges, communications
between vehicles and RSUs are susceptible to eavesdropping
and tampering attacks. Moreover, quantum attacks can break
traditional cryptographic algorithms (e.g., the algorithm based
on discrete logarithm and large integer factorization problems).
Therefore, how to achieve authentication and confidentiality in
communications that are also resistant to quantum attacks is
an important and unresolved issue [4], [5]. (ii)) With respect to
privacy challenges, it is necessary to ensure the unlinkability
of vehicle public keys or pseudonyms [3]. When vehicles
violate rules or engage in malicious behaviors, it is essential to
identify and publicly disclose their real identities (i.e., support
conditional privacy). Additionally, when tracing malicious
vehicles, it is crucial to ensure that the tracing is publicly
verifiable and robust to prevent malicious tracers.

Although there exist many authentication schemes [6]—
[8] for VANETS, the Internet of Vehicles (IoV), Internet of
Things (IoT), they generally rely on traditional cryptographic
algorithms, such as those based on discrete logarithm and
large integer factorization problems. These algorithms are
vulnerable to quantum attacks, as attackers with quantum
computers can exploit Grover and Shor algorithms [9] to
break them. There are some quantum-resistant authenticated
key agreement (AKA) solutions, which primarily adopt lattice
problems to withstand quantum attacks, such as learning with
errors (LWE) and ring learning with errors (RLWE) [10]-
[13]. However, most of them are unable to simultaneously
address the aforementioned security and privacy challenges.
Although most existing quantum-resistant AKA schemes have
addressed communication security issues (i.e., eavesdropping
and tampering attacks), they still only provide basic support
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An: anonymity; Un: unlinkability; CP: conditional privacy; PVT: public verification of tracing; TR: Tracing robustness; KEF: key escrow freeness; RI:
resistance against impersonation attacks; RMM: resistance against man-in-the-middle attacks; RR: resistance against replay attacks; RKS: resistance against
known session key attacks; PI: resistance against privileged-insider attacks; FA: formal analysis; @: supported; O: not supported or considered.

for anonymity in terms of privacy preservation. Firstly, these
schemes do not support the update and unlinkability of vehicle
public keys or pseudonyms, which are however required to
prevent attackers from linking vehicle behaviors. Secondly,
these schemes do not consider the tracking of malicious
vehicles or users. Lastly, they do not account for the possibility
of tracers maliciously colluding with rogue vehicles to falsely
implicate honest vehicles, hence they do not support the public
verification and robustness of tracing.

In order to fill this gap, we propose LBRAKA, a
lattice-based robust authenticated key agreement scheme for
VANETSs, which supports anonymous authentication and key
negotiation between RSUs and vehicles. To support unlink-
ability, vehicle certificates and public keys are assigned ob-
fuscated expiration time, making attackers difficult to track
a vehicle through publicly available network information.
During registration, vehicles need to commit to their real
identities through signatures, thus the real identities can be
revealed from the commitment to support public verification
during tracing. With respect to tracing robustness, the central
authority should commit to the real identity and public key
of vehicles during vehicle registration. Thus, if the central
authority attempts to frame an honest vehicle during tracing,
the vehicle can disclose the central authority’s commitment
with its real identity and public key, proving that the authority
issued two valid credentials and it is framed. We summarize
the main contributions of this paper as follows:

(1) We provide a lattice-based robust authenticated key
agreement scheme for VANETSs, which supports anonymous
authentication and key negotiation between vehicles and
RSUs.

(2) We set obfuscated expiration time for vehicle public keys
and credentials, which enables their timely updates and ensures
the unlinkability of new and old public keys or credentials.

(3) We require vehicles to create commitments to their real
identities, and the central authority to generate commitments
to vehicles’ public keys and real identities, thereby support-

ing publicly verifiable traceability and detection of collusion
attacks (i.e., framing) for tracing robustness.

(4) We conduct both formal and informal analyses of
LBRAKA. The results demonstrate that LBRAKA not only
meets the design requirements for anonymity, conditional
privacy, unlinkability, key escrow freedom, public verification
of tracing, and tracing robustness, but also effectively protects
against impersonation attacks, man-in-the-middle attacks, re-
play attacks, known session key attacks, and quantum attacks.

(5) We evaluate LBRAKA'’s performance. The results indi-
cate that, compared to other related schemes, LBRAKA has
potential usability.

The rest of this paper is structured as follows. Section
Il offers a review of related work. Section III specifies the
problem statements by describing LBRAKA'’s preliminaries,
system model, security and privacy requirements, and threat
model. Section IV details the LBRAKA design, followed by
performance analysis and evaluation in Section V. Finally,
Section VI concludes this paper.

II. RELATED WORK

Researchers have suggested numerous authenticated key
agreement (AKA) schemes for VANETs. However, these
schemes largely rely on traditional hard problems like large in-
teger factorization, making them vulnerable to quantum attacks
[26]. Therefore, we review quantum-resistant AKA schemes
for VANETS, and highlight their limitations. A comparison
of these schemes with LBRAKA is provided in TABLE I
to demonstrate LBRAKA'’s superiority, and the schemes are
summarized in terms of used techniques, advantages and
limitations in TABLE II

Feng et al. proposed an ideal lattice based anonymous
authentication scheme for mobile devices [10], which adopts
the ring learning with errors (RLWE) problem to achieve
mutual authentication and key exchange between users and
a server. Dabra et al. analyzed that Feng et al.’s scheme [10]
suffers from signal leakage attacks, and presented a lattice
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TABLE I
COMPARATIVE SUMMARY OF RELATED WORKS
[ [ Techniques [ Advantages [ Limitations
Supporting anonymit Failing to support handover authentication,
[10], [L1], [14], Hash function kepp escrgw freeynessy, unlinkability, conditional privacy,
[16]-[19] and RLWE y e . public verification of tracing,
and formal analysis .
and tracing robustness
. Lack of anonymity, unlinkability,
Hash function L. . o, . . e g .
[12] and module LWE Supporting formal analysis conditional privacy, public verification of tracing,
tracing robustness, and key escrow freeness
Hash function Supporting anonymity, Lack of uqllnkablllty,_ condltlonzjll privacy,
[13] . public verification of tracing,
and NTRU and formal analysis .
tracing robustness, and key escrow freeness
Hash function, Supporting anonymity, Failing t.o sup_plort handf)yer auth_e ntication,
unlinkability, conditional privacy,
[15] RLWE, and key escrow freeness . . . .
. public verification of tracing,
fuzzy extractor and formal analysis .
and tracing robustness
Hash function Supporting anonymity, Lack of unlinkability, conditional privacy,
[20] and module learning key escrow freeness public verification of tracing,
with rounding and formal analysis and tracing robustness
Hash function Supporting anonymity, Lack of un.llnkat.nllty,. COl’ldlthIl?ll privacy,
[21] key escrow freeness public verification of tracing,
and RLWE . .
and formal analysis and tracing robustness
Hash function, Supporting anonymity, Lack of un.hnkal?l‘hty,' COl’ldlthIl’fll privacy,
[22] key escrow freeness public verification of tracing,
LWE, and ISIS X .
and formal analysis and tracing robustness
Hash function Su.pport'n.lg anonymity, Falllng. to support key agreement,
[23] unlinkability, conditional public verification of tracing,
and RLWE . . .
privacy, and formal analysis tracing robustness, and key escrow freeness
Failing to support key agreement,
Hash function . . anonymity, unlinkability, conditional privacy,
(241, 23] and RLWE Supporting formal analysis public verification of tracing,
tracing robustness, and key escrow freeness

based anonymous password AKA scheme [11]. However, it
still fails to resist against denial-of-service attacks. After that,
Ding et al. further analyzed and concluded that Dabra et
al’s scheme [11] still suffers from signal leakage attacks.
Thus, they presented an improved version [14]. Dharminder
et al. presented a three factor AKA scheme [15], which still
suffers from signal leakage attacks. Islam et al. presented
two quantum-resistant two-party AKA schemes [16], [17], but
Dabra et al. found that signal leakage attacks exist in the
two schemes [27]. Wang et al. proposed a quantum resistant
two factor authentication scheme for mobile devices, which
enables the user and server to authenticate each other and
share a session key [18]. In 2022, a lattice based reconciliation
enabling key exchange scheme was proposed for internet of
things environments [19]. However, these schemes fail to
consider unlinkability, conditional privacy, public verification
of tracing, and tracing robustness. In addition, they focus on
the mutual AKA between the user and server, thus failing to
be applied into handover authentication between RSUs and
vehicles directly.

Basu et al. presented a module learning with rounding based
AKA scheme for two party communications, in order to ensure
efficiency [20]. Islam and Basu proposed a password-based
three-party AKA (PB-3PAKA) scheme for mobile devices,
which enables two users to authenticate each other and estab-
lish a common session key [21]. Wei et al. introduced a lattice
based certificateless anonymous AKA scheme for internet
of things (IoTs) [22], which relies on LWE [28] and inho-
mogeneous small integer solution (ISIS) problems. However,
these three schemes cannot support unlinkability, conditional

privacy, public verification of tracing, and tracing robustness.
Xue et al. introduced an efficient lattice-based authenticated
key exchange scheme that incorporates key encapsulation
mechanisms and signatures [12]. However, this scheme does
not address several critical aspects such as anonymity, un-
linkability, conditional privacy, public verification of tracing,
tracing robustness, and key escrow problem. Consequently,
it may not be suitable for use in VANETSs. Zhang et al. in-
troduced a quantum-resistant handover authentication scheme
[13], which adopts the number theory research unit (NTRU)
encryption algorithm [29] and can guarantee the anonymity
of mobile devices. Nevertheless, this scheme fails to consider
unlinkability, conditional privacy, public verification of tracing,
tracing robustness, and key escrow freeness.

Prajapat et al. proposed a lattice based aggregate signa-
ture scheme for VANETs [23], which aggregates multiple
users’ signatures as a single signature. This work can offer
anonymity, unlinkability and conditional privacy, but cannot
provide key agreement, public verification of tracing, tracing
robustness, and key escrow freeness. The reason key escrow
freeness cannot be satisfied is that the vehicle’s private and
public keys are entirely generated by a trusted agency. Bagchi
et al. presented an aggregate signature method based on
RLWE, and applied this method with blockchain for the
real-time Internet of drones applications [24]. In addition,
a lattice based security framework was designed by using
aggregate signature in an ambient intelligence-assisted private
blockchain-based IoT environment [25], where the signatures
on medical devices’ secret message ciphertexts are aggre-
gated and verified. However, these two works mainly focus
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on authentication rather than authenticated key agreement.
Additionally, they do not consider anonymity, unlinkability,
conditional privacy, public verification of tracing, tracing ro-
bustness, and key escrow freeness.

In summary, there are rarely quantum resistant AKA
schemes, which enable mutual authentication and key ex-
change between vehicles and RSUs in VANETs. In TABLE I,
we compare LBRAKA with the aforementioned related works
with respect to various evaluation criteria, such as anonymity
and unlinkability. TABLE I demonstrates that the majority of
existing quantum-resistant schemes fail to support robust and
conditional privacy-preserving authenticated key agreement
with unlinkability for VANETS.

III. PROBLEM STATEMENTS
A. Preliminaries

1) Secure Hash Function: A secure hash function H () can
map the input data = of arbitrary length to an [-length output,
H :{0,1}* — {0,1}\. H () is one-way, which implies that it
is infeasible to extract « from H(x). Meanwhile, given H(x),
it is impossible to obtain z’ satisfying H(z) = H(z').

Let N and Z be the set of all natural numbers and integers,
respectively. Given f € N, we define n = 2/ € N. Suppose ¢
is a large prime, which satisfies ¢ mod 2n = 1, and the finite
field Z/qZ is denoted as Z,, where Z, = {0,1,--- ,¢ — 1}.
Now, we define R = Z[z]/ < 2" + 1 >, R, = Z,[z]/ <
2"+ 1>, Rgr C Ry, sothat Ry = {g(x) € Ry : g(x)’s
degree is at most n — 1 and g(z)’s all coefficients belong
o [—k,k]} with 0 < k < (¢ —1)/2, and D%,,n > 512
contains all polynomials of degree at most n — 1, which have
all O coefficients except at most 32 coefficients belonging to
{+1,-1}. Given a = ag+ayz+- - -+an,1:c"_1 € R, Ly and
L, norms are represented as |la|| = /a3 +-

|al|oo = maz{a;}}-'. Suppose xs represents the discrete
Gaussian distribution on R,, where (3 is the standard deviation
of the distribution xg.

2) RLWE Distribution: Suppose 1 is a discrete Gaussian
distribution over R, with a small standard deviation 8. A
distribution A, is generated by sampling pairs (a;, b;) from
R, x Ry, where a; is sampled from R, and b; = a;s + e
with s, e < Sample(1)).

3) RLWE Problem: Given a fixed s sampled from 1, and
a polynomial number of samples, A, , is indistinguishable
from the uniform distribution over R, X R,.

4) Search RLWE Problem: Let {s,a;,e} be as defined
in the RLWE distribution. It is infeasible to recover s from
T,T > 1 samples of (a;,a;s +e; mod q) [30].

Lemma 1: Given a,b € R, |lab]| < +/n||al|||b|]| and
ab||oo < n[a]]sc]B]|-o hold [31].

Lemma 2: For a positive real number 8 = w+/logn,
Pracy,lllall > ,Bﬂ < 2 ntl holds [32].

Assume Zqg = {-%=, -, 5= 11 and its middle subset

= {-l 1 12 ]} There is a characteristic or signal
function, Cha(*), which is the complement of E and satisfies
Cha(z) = 0 if x € E and Cha(z) = 1 otherwise for
given = € Z,. In addition, the Mods (*) function is employed
to create the session key in our scheme, and the Mods(x)

-+a?_| and

Wireless links

Wired links

Fig. 1.

System model

— {0,1} is represented as

function Mody : Z, x {0,1}
1) mod ¢ mod 2, where u € Z,

Mods(u,b) = (u + b
and b = Cha(u) [33].

Lemma 3: Given an odd prime ¢, u,b € R, satisfying
lle]| < &, Mody(b, Cha(b)) = Mody(u,Cha(b)) holds [34],
where u = b + 2e.

We can extend Cha(x) to elements in the ring R,
Cha(b) = (Cha(by),- -+ ,Cha(b,_1)), where b = by +biz+
<o+ +by_12"" L. Meanwhile, we can also extend Moda(*) to
elements in the ring I2,.

5) Generalized Lattice Based Signature (GLS) Scheme:
This scheme was presented in [35], which contains three
algorithms: (1) KeyGen, (2) Sign, and (3) Verification. A
secure hash function H : {0,1}* — D%, is adopted.

(1) KeyGen: This algorithm is to generate the pub-
lic/private key pair of signer.

e Randomly select a € R, and (s1,82) € Ry1 X Ry 1.
e Calculate p = as; + so.
e Set the signer’s private key sk = (s1,s2) and public
key pk = (a,p).
(2) Sign(sk,m): This algorithm aims to generate a signa-
ture on the message m by adopting the private key sk.
o Select (y1,Y,) € Ry i X Ry .
e Calculate ¢ = H(ay, + y,,m), 21 = s1¢ + y;, and
Zo = S3C+ Y.
e When z; or zo ¢ R, k_32, restart the signature algo-
rithm.
e Set the signature as sig = (21, 22, C).
(3) Verification(m, pk, sig): This algorithm is to verify
the signature.
e Check z; and z5 € Rq’k,32.
e Check ¢ = H(az1 + z2 — pe,m).

B. System Model

Fig. 1 illustrates the system model of LBRAKA, which pri-
marily comprises three types of entities: the vehicles, roadside
units and central authority. Additionally, the responsibilities of
each entity are described as follows:
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Vehicles (V) have onboard units (OBUs). These OBUs are
capable of communicating with roadside units (RSUs) by us-
ing dedicated short-range communications (DSRC) protocols.
In this operational scenario, OBUs seek to access services
or send messages by interacting with RSUs. Vehicles are not
supposed to be honest, because they might launch attacks on
VANETS by interacting with roadside units without being held
accountable.

Roadside units (RSU) generally deployed and managed
by the central authority (e.g., transport management center
and VANET operator), serve as access points that authenticate
vehicles and facilitate the forwarding of messages to and from
vehicles. RSUs are generally considered to be honest but
curious about sensitive information, such as the real identities
of vehicles.

Central authority (CA) is a trusted entity (e.g., trans-
port management center) within the entire system, equipped
with enough computational and storage resources. The CA’s
primary responsibilities are to help initialization, registration,
update, and robust tracing. We suppose that CA can defend
against intrusions (e.g., by using intrusion detection systems
[36], firewalls [37] and intrusion prevention systems [38]),
which prevents adversaries from compromising CA to obtain
the list of vehicle <public key, real identity> to link the
behaviors of the vehicle. In addition, CA can adopt the
physically unclonable function (PUF) or trusted execution
environments (TEE) to protect the list locally [6]. However,
ensuring that the list cannot be compromised within CA is
beyond the scope of this paper. Although we assume CA is
trusted, we also consider that CA could be corrupted to collude
with malicious vehicles in order to accuse honest vehicles.

C. Security and Privacy Requirements

The security and privacy requirements of LBRAKA are
described as follows.

(1) Mutual authentication: A vehicle and a RSU should
authenticate with each other for determining each other’s
legitimacy.

(2) Key agreement: A vehicle and a RSU should establish
a session key for future secure communications.

(3) Anonymity: Except for CA, no one can reveal a vehicle’s
real identity from messages transmitted by the vehicle over an
open channel.

(4) Conditional privacy: When a vehicle’s misbehaviors are
detected under an access request, CA has the capability to
uncover the vehicle’s real identity based on the request sent
by this vehicle.

(5) Unlinkability: An attacker cannot link the public keys
or credentials of a vehicle through observing the public infor-
mation of this vehicle, in order to link the vehicle’s behaviors.

(6) Key escrow freeness: The public/private keys of a vehicle
should not be fully created by other entities.

(7) Public verification of tracing: The process by which
CA traces malicious vehicles should be subject to public
verification.

(8) Tracing robustness: When tracing a malicious vehicle,
LBRAKA should safeguard against the possibility of a cor-
rupted CA framing honest vehicles.

(9) Resistance against attacks: LBRAKA should be resilient
against most known attacks in VANETS, such as impersonation
attacks, man-in-the-middle attacks, replay attacks, known ses-
sion key attacks, and privileged-insider attacks. Additionally,
LBRAKA should be designed to withstand quantum attacks.

D. Threat Model

We mainly identify three types of adversaries within
VANETSs, namely vehicles, RSUs, and external entities other
than vehicles and RSUs. Malicious vehicles and external enti-
ties may engage in various malicious activities, such as eaves-
dropping on communication channels to gather traffic data,
attempting to decrypt ciphertexts to access secret information,
modifying parts of intercepted valid messages and forwarding
them to target receivers, or impersonating legitimate vehicles
or RSUs. RSUs are assumed to be honest but curious, thus
they could collect traffic data via them, and try to decrypt
ciphertexts to access secret information. In addition, although
CA is supposed to be trusted, CA could be corrupted to accuse
honest vehicles.

We assume that vehicles can establish secure communi-
cation channels with CA for purposes (i.e., registration and
update) [6]. Additionally, we suppose that vehicles, RSUs and
CA can employ handshake protocols to synchronize their time
[39].

IV. LBRAKA DESIGN

We introduce the LBRAKA design in this section. The
flowchart of this design is shown in Fig. 2. In the initialization,
CA configures system parameters. During vehicle registration,
a vehicle registers with CA. In detail, the vehicle sends CA
its identity and public key with a commitment to its identity.
Then, CA sends the vehicle a credential with a commitment to
the vehicle’s identity and public key. In the RSU registration,
RSU sends CA its identity and public key, and obtains a
credential from CA. During mutual authentication and key
agreement, the vehicle authenticates with RSU, and they create
a common session key. In the update, once the expiration date
of the vehicle’s credential approaches, the vehicle and CA
should update the credential of the vehicle and their commit-
ments. With respect to robust tracing, if the misbehaviors of
a vehicle are detected publicly, CA should release a proof
and the identity of the vehicle to trace this malicious vehicle.
Once the vehicle discovers that it is falsely accused by CA,
it publishes a proof to prove its innocence. For the simplicity
of presentation, the notations we mainly use in the rest of this
paper are shown in TABLE III.

A. Initialization

In this phase, CA generates system parameters and an-
nounces public parameters.

(1) CA selects a security parameter n, so that n is the power
of 2. Then, it selects an odd prime number ¢ satisfying ¢
mod 2n = 1, a discrete Gaussian distribution xg over Ry 1
with a standard deviation 8 and a € R,.
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. ((K)) (2) CA randomly samples s, e < x, and computes p =
‘ rRsU % + 2e, where (s, e) are CA’s master private key, and (a, p)
\4 are CA’s master public key.
r G o svst (3) CA selects a secure hash function, H (x), which is
enerate system described as H : {0,1}* — {0,1}".
parameters . .
(4) CA publishes public parameters {n,q, xg,a,p, H(*)}.

Initialization
1

Generate
private/public keys;
Commit to identity

Identity, public key, .

commitment

B. Registration
As depicted in Fig. 3 and Fig. 4, vehicles and RSUs should

Vehicle
registration

m Create credential of V; . . . A
Commit to identity and register with CA through secure channels, in order to obtain
public key of V; authorization from CA.
Credential and commitment Vehicle Registration

Generate (1) A vehicle V selects its public/private keys, (a,, p,) and
private/public key I: (84, €y), which satisfy p, = a, s, + 2e,.

Identity,|public key (2) In order to support robust tracing, V uses its private
. Generate credential of key (s,,e,) to create a signature or commitment ¢, on its
:‘ RSU real identity /D, through the Sign algorithm of GLS scheme.

At last, it sends {ID,, a,,p,,0,} to CA for registration.

RSU
registration

Credential . L
L (3) CA checks ID,, and verifies the validity of §, through
2 = I Request the Verification algorithm of GLS scheme. When all verifi-
Sg Reply cations hold, CA employs its private key (s, e) to create a
- . .
£ 9 redential n V’ lic k nd an obfus-
g2 :' Create session key crede tla. C?"edq, on V’s public key (a,,p,) and a .ob us
s 87 cated expiration date 7;,. Note that after mutual authentication
c 2 Acknowledgement .. L.
=g (similar to network access authentication) between V and
= E Create session key RSU, V could use its public key to access different services
= 4 through RSUs (similar to network access points) in open
g Identity, new public key, new network environments, and an attacker could link V’s new
= commitment and old public keys to track V’s behaviors by observing the
=) Nev:oc;ligiﬁgtand appearance of new public key after the expiration of old ones.
L . Thus, expiration time obfuscation should be offered. To be
< o Release proof with specific, CA can organize registered vehicles as a group or
Z = identity of V to trace p ) ’ g g ; . group
E g7 malicious V :' Release proof to prove various subgroups with the same size [40], and assign the same
=0 its innocence expiration time for credentials issued to members of the same
group or subgroup, in order to ensure unlinkability. Mean-
Fig. 2. Flowchart of LBRAKA while, CA should create a signature 7, on {ID,,a,,p,,T,}
to support robust tracing. Finally, CA stores {ID,, a,,p,, 0}
TABLE III for tracing, and issues {T,, Cred,,n,} to V.
NOTATIONS (4) After receiving {T,,Cred,,n,} from CA, V checks
Symbols ‘ Descriptions ‘ their' validity through the Verification algorithm. If the veri-
. An odd prime, fication holds, V.sto'res {IDD,TU,aU,pU,sv,fav,Credv,nU}
- for future authentication and key agreement with RSUs.
n A security parameter n = 2f, so that ¢ mod 2n = 1. . .
— — RSU Registration
R Z[z]/ < x™+1 >, the quotient ring of the polynomial ring. R . .
(1) RSU chooses its public/private keys, (@rsy,P,.s,) and
Ry Zglz]/ < 2™+ 1>, where Zg = {0,--- ,q— 1}. . . ‘
— (Srsu, €rsu), Which satisfy .., = GrsuSrsu + 2€,5,. Then,
R The subset of Ry, so that all the coefficients of each . ds {ID CA
a1 polynomial of this set belong to [—1, 1]. 1t sends { rSus .a7jsua prsu} to .
The Gaussian distribution over Rq,1 with a standard devia- (2) After receiving {ID,sy, @rsu; Py, y from RSU, CA
Xp tion f3. checks ID,g,, and then generates a credential Cred,, on
H(x) A secure hash function H : {0,1}* — {0, 1} RSU’s public key (@rsu, P,gy )- At last, CA sends Cred,.g, to
IDx The real identity of the entity X. RSU.
(px,ax)| The public key of X. (3) After receiving the information from CA, RSU
(sx,ex) | The private key of X. verifies Cred,,,. If the verification holds, RSU stores
Credx The credential issued to X. {ID,su, Qrsuy Proys Srsus €rsu, Credrg, } for the future au-
8o The vehicle’s signature (i.e., commitment) on its real identity. | thentication and key agreement with vehicles.
" The central authority’s signature (i.e., commitment) on the
v al identity and public k f vehicle. . .
feal 1Centlly and pubTic key o vemere C. Mutual Authentication and Key Agreement

If V moves into the area of RSU, V and RSU perform
mutual authentication and key agreement, in order to check
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CA

1. Select (a,, py), (Sy, e,) such that p, =
a,s, +2e,;
2.SignID, as 6.

{IDy, ay, py, 6}

1. Verify Cred, and n,;
2.Store{ID,, T, a,, Py, Sy, €,,
Cred,, nv}.

1.Check ID, and 6 ;
2. Create Cred, on{a,, py, T,};
3. Generate a signature n, on {ID, a,, py,, T,};
4.Store{ID,, a,, p,, 6,}
{Ty, Credy, nv}

Fig. 3. The registration of vehicle

RSU

CA

1. Select (@rsy, Prsu), (Srsu, €rsy) such
that Prsy = @rsySrsu + 2€rsy-
{IDrsy, @rsy, Prsu}

>
>

1. Verify Cred,¢y;
2. Store {IDrsul Arsy, Prsus Srsu @rsus
Cred,s,}.

1. Check I D gy
2. Create Cred, g, on (@rsy, Prsu)-
Cred gy,

&<
<

Fig. 4. The registration of RSU

the legitimacy of each other and generate a session key. The
procedure is shown in Fig. 5. Note that V can broadcast
its public key and credential {a,,p,,Ty,Cred,} to RSU’s
neighboring RSUs, and these RSUs can verify the received
messages in advance for preparation. Meanwhile, V' can obtain
and verify a neighboring RSU’ public key and credential
{@rsusPpgy, Credys, t through the cooperation of RSUs in
advance for preparation [41].

(1) V randomly samples 7, f, € Xxg, and generates
z, = ar, + 2f,. Then, it employs the Sign algorithm
to create a signature o, on {z,,to} by using its private
key, where ty is a timestamp. At last, V sends a request
Q, = {ay, p,, Ty, to,0,} to RSU.

(2) After receiving @, from V, RSU checks the freshness
of tg and ty < T, and verifies o,. If all the verifications hold,
it samples 7,5y, .o, € X3, and generates

Lrsy = ATrsy + 2frsu’
kpsy = LyTrsu,
Wysy = Cha(krsu)a
Yrsu = MOdQ (krsua wrsu)a

Krsu = H(Zo||Zrsu||[Wrsul [Vrs0)-

Similar to V, RSU adopts its private key (S;su,€rsu) tO
create a signature Opg, ON {®ysy, Wrsy, Krsu, b1}, where

t; is a timestamp. At last, RSU sends a reply R,

{@rsus Prous Trsus Wrsu, Krsu, t1, Orsu} t0 V.

(3) After receiving R, from RSU, V checks the freshness
of t1, and verifies o,¢,. If all the verifications hold, V'
computes

k, = LrsuT v,

Pylr’su = M0d2 (k’U? wTSﬂ)?
and checks
Korsu = H (o |[Trsul[Wrsul[Vsu)-
Furthermore, V' computes
w, = Cha(k,),
¥, = Mods(k,, w,),
Koy = H(@o|[wo[7, [[@rsul [Wrsu| [V sul [ Frsu),
sk, = H(wvavH'Vv‘|“v|‘wrsu|‘wTSUH’Y;*suHHrsu%

where sk, is considered as the session key. At last, V' sends
an acknowledgement {w,, kK, } to RSU.
(4) Upon receiving {w,, K, }, RSU computes

’Y'/U - MOdQ (krsua wv)a
’1; = H(wv||wv||’7;‘|wrsu||wrsu||'7rsu|"‘3TSU)~
If k! = Kk,, RSU can obtain a session key

Skysu = H(mvavH'Y; 160 || sl [Wrsw | [V g0 || Brsu) -
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RSU

1. Selectry, f;
2. Compute x, = ar, + 2f,;
3. Create a signature 0, on X, and tg.
Qy ={ay,, py, xy, ty, 0.} -
e

1. Check t1 and O gy

2. Compute kK, = X, ¢,Ty,

Vlrsu = Mody(ky, Wrsy);

3. Check Kpsy = H (XylIXrsullWrsyll
Vrsu)s

4. Compute w, = Cha(k,),

yv = Mody(ky, wy), ,
KV = H(lelwullyvllxrsu”wrsu“Vrsu”

KT‘SH)a
sk, = H(x[IWullpull K lIXrsullWrsyll
Vrsul Krsu)-

{WUI KU}

>
Zl

1. Check tg,tg < T, and O ;
2. Sample T'rgy, frsus
3. Compute X,gy = @rrsy + 2f rsus
krsu = XyTrsuy,
W, = Cha(K,g,),
Vrsu = Mody(Krsy, Wrsy),
Krsy = HX X rsullWrsyllPrsu)s
4. Create a signature 0 gy, on {X sy, Wrsy,
Krsu, t1}~

Rrsu = {arsu' Prsus Xrsus

Wirsu, Krsu, tlr Ursu}

&
<

1. Compute py, = Mody(Kygy, W),

K, = HxIwullpulIXrsullWrsullPrsull
Krsy); )

2. Check K, = K;

3. Compute SK,s, = H (X, |lw,llp,lIK,ll
XrsullWrsullPrsul Krsy)-

Fig. 5. Mutual authentication and key negotiation

Correctness condition: When V' and RSU authenticate with
each other, «,,, should be equal to ~,., for authentication.
Similarly, «,, and =/ should be the same for establishing a
common session key. Thus, we give the condition for the
correctness of LBRAKA by considering +,.,,, and «.,,, and
the condition for -, and -/, can be derived by the same way.

Y,su and ..., are derived from ks, and k, respectively.
Thus, we can have

krsy = ToTrsy
= (G/f'v + eru)rrsu
=aryTrsy + 2fur’r'sua
klrsu = LrsuTv

= (aTTSU + 2frsu)r7f

=ar,suTy + 2f, 0 Tv-
Therefore, we further get
|[Krsu — k,rsuH L 2(|[f psuroll + 1 Furrsull)-
Based on Lemma 1 and Lemma 2, we can obtain

||krsu - klrsu” < 452713/2.

In addition, we can derive |[u — b|| < [[2e|| < % from
Lemma 3, and further get [|e|| < . Thus, we can obtain the
correctness condition of LBRAKA as follows.

|[Krsu — kfr‘su” < 452113/2 < %a

q > 328°n/2

D. Update

In order to ensure unlinkability, V' should update its public
key when the obfuscated expiration date approaches. Similar to
the registration of V', V' should generate its new private/public
keys, and create a signature on its real identity in order to
support robust tracing. Then, it sends the real identity and
public key with the signature to CA for registration. At last,
CA issues a credential, obfuscated expiration time and a
commitment to V', where the commitment is produced by CA
based on the identity and public key of V' and the time.

E. Robust Tracing

If V’s misbehaviors are detected publicly under @, =
{ay,p,, Ty, to,0,} with {Cred,,T,}, CA needs to trace V.
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(1) The honest CA releases V’s commitment {ID,,d,}
with {Q,, Cred,,T,} to trace V.

(2) Any verifiers can verify the validity of {Q,, Cred,, T, },
which is similar to the process that RSU authenticates V.

(3) The verifier can check o, is Vs signature on I D,, based
on {a,,p,}.

When all the verifications hold, the tracing is confirmed by
the verifier.

However, the corrupted CA could collude with the malicious
V* to frame the honest V. Through colluding, CA stores V*’s
signature d,» on I Dy and issues {Cred,s«, Tyx, 0y} to V.

(1) After V*’s misbehaviors are detected under Q- =
{@yp, Dy, Ty, th, 04  and {Cred,~, T~ }, the corrupted CA
attempts to release V*’s commitment {ID,,d,+}, Q,~ and
{Cred,, Ty} to frame V, where §,- is created on ID, by
V.

(2) Any verifiers verify the validity of V*’s request Q)+,
{cred,,T,~} and d,~ through credential and signature veri-
fication.

(3) When V knows it is framed by the corrupted CA, it can
publish CA’s commitment {ID,, a,,p,,Ty,n,} to prove the
framing, where T, is embedded into 7,.

(4) The verifier can check t§ < T, and (a@,,p,) #
(ay*, Py~ ), and verify 7, on {ID,, a,,p,, T,}. If all verifica-
tions hold, the verifier is convinced that CA has distributed two
valid credentials on the same identity ID,, thus it considers
CA is corrupted.

V. PERFORMANCE ANALYSIS AND EVALUATION

We analyze the proposed scheme with respect to various
security properties, and evaluate its performance through sim-
ulations.

A. Performance Analysis

We prove LBRAKA formally, and informally analyze it
in terms of anonymity, conditional privacy, unlinkability, key
escrow freeness, public verification of tracing, tracing robust-
ness, and the resistance against impersonation attacks, man-in-
the-middle attacks, replay attacks, known session key attacks,
and quantum attacks.

1) Formal Analysis: The security of LBRAKA is proved
based on the real-or-random (ROR) model [42], and some
definitions are involved in the ROR model as follows.

Participants: Let [], and Hg sy be the instance e and f
of V' and RSU, respectively.

Accepted states: When all messages between RSU and V/
are transmitted in order and the last message is received, [},
and H oy are under accepted states

Partnering: When [}, and H nrsy share the same session
and are in accepted states, they are regarded as partners.

Freshness: When the session key sk between [[{, and
I ey i not acquired by an adversary A, [[{, and 1T RSU
are considered fresh.

Adversary A can engage in interactions between []{, and
H wsy Dby utilizing the following oracle queries, with the
capability to read, modify, and replay messages within the
interaction.

1) Execute(]]y,, ]_H;SU)' This query indicates that A has
the capablht)/ to intercept messages exchanged between
[y and HRSU

2) Send(I]y, H rsy» ™M): This query represents a form of
active attack. A can create, 1ntercept modify, and replay
a message m to either []{, or H msy- Upon receiving
m, TT% or [Thsy sends a response back to A.

3) CorruptV([]}): A can use this query to access the
secret of []{.

4) CorruptRSU( H msy): A can employ this query to ex-
tract the secret of [[q;

5) Test([TS [Tk se): When HV and [T/,s,, have the same
session key sk and A utilizes this query, A acquires sk
if b = 1 or a random number if b = 0, with the value of
b remaining unknown to A. If [}, and HQSU do not
have the same session key and .4 employs this query, A
receives an invalid symbol L.

Semantic security of session key: When LBRAKA is
indistinguishable under the ROR model, we deduce that the
creation of sk is sufficiently random to prevent information
disclosure. A can execute Test([[$, [Thqp), and attempt to
guess the value of ' € {0,1}. If & = b, A is considered
successful. We designate LBRAKA as P, and the advantage
of A breaking the semantic security of ROR model within the
polynomial time ¢ is expressed as Adv’y = |2x Pr[b’ = b]—1],
where Pr[EV] denotes the probability of an event EV occur-
ring. If Advﬁ is negligible, P is regarded as secure under the
ROR model.

Theorem 1: Let qy be the number of hash queries, ¢. the
number of Execute( 1%, TThsp) queries, ¢ the number of
Send([]5, HRSU, m) queries, | Hash| the space range of hash
function, and AdvEEW'F the advantage of A to address the
RLWE problem. The advantage of A in breaking the semantic
security of LBRAKA within the polynomial time ¢ can be

calculated as Adv}y < 25 + ((‘IgJ}SqS)IZ + 2AdviEWE,
xs

Proof: We employ the proof approach outlined in [43].
To calculate Advﬁ, we define a series of games Game;,i =
0,---,3, and designate succ; as the event where A correctly
guesses b’ = b in Game,;.

Gamep: This game permits A to conduct actual attacks on
the protocol P. Given a random number b before the start
of this game, and according to the semantic security of the
session key, we have

Adv’; = |2Pr[succo] — 1.

Gamey: A is permitted to mtercept the messages ex-
changed between [[{, and [T RSU through Execute(]]y,
H sy Finally, A performs Test(] [, H sy to differentiate
the actual session key sk from a random number. Recall
that sk, = H(xy||wy||v, /|60 |[@rsul[wrsul[Vrsull Brsu) =
H(zol|wo| |7y l|Kol|@rsul lwrsul Vsl Krsu) = skpou. How-
ever, A is unable to acquire {r,s,, 7, } through eavesdropping,
and therefore cannot calculate the actual session key sk. Thus,
Gamey is equivalent to Game;, and we can obtain

Pr[succy] = Pr[succy].
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Games: Based on Game;, A is permitted to execute
Send(T]3, H rsp» M) and perform hash oracle queries. In
this game, A initiates spoofing attacks by Jgeneratmg, editing,
and sending a request to both []}, and []x¢;- In LBRAKA,
A can modify Q,, R,s, and {w,, Kk,}. However, random
elements and independent timestamps are embedded in these
messages. Therefore, A should execute Send( H;, HJI;SU’ m)
without encountering any collisions. We should consider some
collision could occur on {@,, sy } and {K sy, Ky }- Based on
the birthday paradox, we can get

qu> (g5 + qe)?
Hash| = 2|SP,,|

| Pr{sucey] — Pr[suces]| < 3

Games: A is allowed to compromise the session
key sk through CorruptV([]) or CorruptRSU([T%s,)-
Note that the creation of the session key sk =
H (@ ||wy |7, |[£o] [Trsul [wrsul |V sul | rsu) depends on ran-
dom {75y, Ty, frsus Fo s Which are only selected by HV and
[T/.s, during mutual AKA. In addition, [ and ]}, do not
store {7y, v, frsu, fo) after using them. To compromise
sk, A should address the RLWE problem by calculating
{ky, krsy} according to {x,, T, }, thus we get

| Prisuccs] — Prlsuccs]| < AdvREWE.

In the final game, A has utilized all available oracles to
challenge the semantic security of P and attempts to win the

game solely by guessing b. Therefore, we obtain
1
Prlsuccs] = 5

By referring to the previous inequalities, we can get

1 1
§Advf\ = |Pr[succq| — 5\
= |Pr[succg| — Pr[succs]|
< |Pr[succy] — Pr[succy]| + | Pr[succ]
— Prlsuccs]| + |Pr[succs] — Prsuccs]|

QH2 (QS + Qe)

Ad RLWE
= o[ Hash] 2\SPX T Ada
Thus, we deduce Advf‘ < ‘Hash‘ + (“Igltqc +2AdvRLWE

|Hash| and |SP,
AdyBIWE

5| are typically sufﬁcnently large, and
is adequately small due to the hardness assumptlon
of the RLWE problem. As a result, the advantage Adv’; of A
in breaking the semantic security of LBRAKA is negligible,
indicating that LBRAKA is semantically secure under the
ROR model. [ |

2) Informal Analysis: We discuss that LBRAKA meets the
following security properties and resists against most know
attacks.

Anonymity: In LBRAKA, no one (except CA) can reveal
V’s real identity ID,, from public information, since ID,, is
not used publicly except in cases where V' is traced due to its
misbehaviors. Thus, LBRAKA can provide anonymity.

Conditional privacy: When V’s misbehaviors are detected
under {Q,,Cred,,T,}, CA can uncover V’s real identity
ID,. Specifically, CA can search ID,, locally in its database

for releasing ID, according to {p,,a,} that are included in
Q.. Thus, LBRAKA can ensure conditional privacy.

Unlinkability: During update, V' should interact with CA
to renew its public/private key pair when its public key or
credential expires. CA assigns an obfuscated expiration date
for V’s new credential, and issues the new credential with the
obfuscated expiration time to V. Thus, any attackers (except
CA) cannot link V’s behaviors based on public information
(i.e., its public key, credential and expiration time). As a result,
LBRAKA can ensure unlinkability.

Key escrow freeness: During registration, vehicles au-
tonomously select their own keys, thereby ensuring that
LBRAKA achieves key escrow freeness.

Public verification of tracing: During tracing, CA pub-
lishes {ID,,d,} with {Q,,Cred,,T,} to trace V. Any-
one can act as a verifier to confirm {Q,,Cred,,T,} and
{ID,,d,}, thereby enabling public verification.

Tracing robustness: As shown in Robust Tracing, if the
corrupted CA tries to collude with the malicious vehicle V*
for framing the honest V, V' can release {ID,, T,, D, Gy, M}
to prove CA has issued two valid credentials for the same I D,,,
which implies CA is corrupted. Therefore, LBRAKA ensures
tracing robustness.

Resistance against impersonation attacks: In order to
launch impersonation attacks, an attacker should be able to
forge the signatures in {Q,, R,sy,}. In order to forge the
signature, the attacker should know the private keys of V
and RSU according to their public keys. Thus, the attacker’s
advantage to forge is negligible due to the hardness of the
RLWE problem. Therefore, LBRAKA can withstand the im-
personation attacks.

Resistance against man-in-the-middle attacks: LBRAKA
facilitates mutual authentication between V' and RSU by using
signatures and credentials to verify each other’s legitimacy.
Thus, if an attacker aims to successfully execute man-in-the-
middle attacks, they must be capable of impersonating one of
the vehicle and RSU. However, our analysis has shown that
LBRAKA can resist against impersonation attacks, thereby
allowing LBRAKA to withstand the man-in-the-middle attacks
effectively.

Resistance against replay attacks: In LBRAKA,
{PrsusTvs Freus fo} are selected randomly and different in
various sessions, and timestamps are embedded in signatures.
Thus, V' and RSU can detect replay attacks through verifying
received messages. As a result, LBRAKA can withstand the
replay attacks.

Resistance against known session key attacks: LBRAKA
generates a session key between V and RSU as sk =
H(@o||wol[vyl|Kol|Trsul[Wrsul [Vl | Krsu), whose creation
depends on random {7,sy, "y, £y, fo)- Thus, even if an
adversary manages to compromise a session key sk, it cannot
compromise other session keys created either before or after
this session key. Because compromising other session keys be-
tween V' and RSU requires knowledge of {75y, v, freus o}t
or the ability to compute {k,, ks, } based on public infor-
mation. However, achieving this requires solving the RLWE
problem [10]. Thus, LBRAKA can resist against known ses-
sion key attacks.
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Resistance against privileged-insider attacks: The attack
enables a trusted user of CA, referred to as a privileged-
insider attacker, to misuse the credentials of vehicles or
RSUs to initiate other types of attacks, such as impersonation
and man-in-the-middle attacks [25]. However, CA is to help
initialization, registration, update and robust tracing, and does
not participate in mutual authentication and key agreement. In
addition, although the privileged-insider attacker could know
the credential of vehicle or RSU, it cannot misuse the creden-
tial to launch other attacks or engage in misbehaviors (e.g.,
impersonation attacks). Because the private key of vehicle or
RSU should be employed with the credential to effectively
carry out network activities (e.g., mutual authentication and
key agreement), but the attacker has no idea about their private
key. Therefore, the possibility of privileged-insider attacks is
effectively eliminated.

Resistance against quantum attacks: Hybrid lattice-
reduction attacks necessitate that an adversary solve the short-
est vector problem (SVP). Specially, given a basis of lattice
vectors, where the vectors are integers’ fixed-length tuples,
the goal is to determine a non-zero vector whose length is
that of the shortest vector. A hybrid attack can be composed
of a combination of hybrid lattice-reduction attacks and meet-
in-the-middle (MiTM) attacks, which is crucial to assess the
security of lattice based cryptographic protocols. The generic
attacks require an adversary to recover a secret or private key
according to the decryption errors’ generation. The quantum
MiTM attack allows an adversary to block all calibration
signals, and transmit forged calibration signals, in order to
interfere with the detector’s activation timing calibration.

LBRAKA adopts the RLWE problem to construct an au-
thenticated key agreement scheme, where lattice based quan-
tum keys are employed. This enables LBRAKA to withstand
various attacks (e.g., hybrid lattice-reduction attacks, generic
attacks and quantum MiTM attacks) from classical and quan-
tum computers [24].

TABLE IV
EXECUTION TIME OF CRYPTOGRAPHIC OPERATIONS

Description Notation | Run time (ms)
The execution time of the multiplication of two
polynomial elements in Ry Tmuto 0.259
The execution time of the addition of T 0.015
two polynomial elements in Rq addo i
The execution time of Hp where
Hp : {0,1}* - D%, Tho 0.004
The execution time of Hy (i.e., sha3-256(*)) where T 0.001
Hi : {0,1}* — {0,1}! and | = 256 h1 :
The execution time of Ho where
Hy : {0,1}! = R, Tz 0.006
The execution time of H3 where
Hs : {0,1}* — Xj Ths 0.007
The execution time of Cha(x) in Ry Teha 0.103
The execution time of Mods(*) in Ry Trnod 0.143

B. Performance Evaluation

In this part, we analyze LBRAKA’s performance through
simulations, and we compare LBRAKA with related works
including [11], [21] in terms of computation overhead, com-
munication overhead, storage overhead and unlinkability. As
per the estimation done in [11], we set the system parameters,

n = 512, and ¢ = 7557773. As for the Gaussian sampling
distribution, we fixed 8 = 3.192, and we applied the SHA3
function with an output of 256 bits for simulating hash
operations.

1) Computation Overhead: In this part, we test the com-
putation overhead of LBRAKA with related schemes [11],
[21]. We simulate primitive cryptographic operations, which
are implemented on a host machine equipped with Intel
Xeon CPU E5-2678 v3 @2.50GHz and RAM @128GB by
using the Openssl library, and NTL library with the option
NTL_GMP_LIP = on (i.e., building NTL using the GNU
Multi-Precision package) in C++. In particular, the OpenSSL
library is a robust, commercial-grade, and full-featured toolkit
for the transport layer security (TLS) and secure sockets
layer (SSL) protocols. It also serves as a general-purpose
cryptography library that supports a wide range of crypto-
graphic algorithms and operations. The NTL library, on the
other hand, is a high-performance, portable, and flexible C++
library for performing number theory operations, especially
those concerning multi-precision arithmetics and polynomial
arithmetics. Both libraries were utilized in our simulations to
perform and analyze the primitive cryptographic operations,
with the details of each operation’s execution time documented
in Table IV.

We mainly consider the time cost of LBRAKA during
mutual authentication and key agreement, and compare it with
that of Dabra et al.’s scheme [11], and Islam and Basu’s
scheme [21] in TABLE V and Fig. 6. Specifically, Fig. 6(a)
depicts the time cost of vehicle-side computation while Fig.
6(b) shows the time cost of RSU-side computation. Note that
we have not accounted for the time spent on pre-computations
that can be performed in advance, in order to optimize the
AKA execution time of LBRAKA and related schemes.

In the AKA phase of Dabra et al.’s scheme, the vehicle
needs to perform three multiplication operations of two poly-
nomial elements in 2, five addition operations of two polyno-
mial elements in 124, eight hash operations, one characteristic
function operation in R, and two Mods function operations,
so the time cost of the vehicle is 37T},,410 + 5T wdd0 + 61h1 +
1Tho + Ths + Tena + 2T0a = 1.26ms. The RSU needs
to perform two multiplication operations of two polynomial
elements in IR,, six addition operations of two polynomial
elements in 12, six hash operations, one characteristic function
operation in R,, and two Mod, function operations, so the
time cost of the RSU is 27,,.0 + 614qq0 + 51h1 + Ths +
Teha + 21004 = 1.009ms.

In the AKA phase of Islam and Basu’s scheme, the
vehicle/RSU needs to perform one multiplication operation
of two polynomial elements in R,, seven hash operations,
one characteristic function operation in R,, and two M ods
function operations, so the time cost of the vehicle/RSU is
Tnwio + TTh1 + Tena + 2104 = 0.655ms.

In the AKA phase of our scheme, the vehicle/RSU needs
to perform six multiplication operations of two polynomial
elements in R,, five addition operations of two polynomial
elements in R, five hash operations, one characteristic func-
tion operation in R4, and two Mods function operations, so
the time cost of the vehicle/RSU is 671,410 + 5T wqdo + 21 ho +
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TABLE V
COMPARISON OF COMPUTATION OVERHEAD

Scheme V’s Time Cost (ms) RSU/CA’s Time Cost (ms) Total Cost (ms)
[1 ]] 3T7nul0 + 5Tadd0 + 6Th1 + Th2 + Th3 + 2T7nul0 + 6Tadd0 + 5Th1 + Th3 + Tcha + 2.269
Teha +2Tmoq = 1.26 2T mo0q = 1.009 '
[21] Trnuio + 7Th1 + Tena + 2Tmoq = 0.655 Trnuio + 7Th1 + Tena + 2Tm0q = 0.655 1.131
Ours 6T muto + 5Taddo + 2Tho + 3Th1 + Teha + | 6Tmuio + 5Taddo + 21ho + 3Th1 + Tena + 4.058
2T oq = 2.029 2T noq = 2.029 ’

TABLE VI
COMPARISON OF COMMUNICATION OVERHEAD (WHILE n = 512, ¢ = 7557773)

Scheme

Total Communication Overhead (bits)

[11]

20y + 3ln1 + 2eng + lpia = 25376

[21]

4T, + 4l + 6l + 6lig + 2 = 49090

Ours

100, + 20tz + 2lno + 2lpt + 2ong = 120064

TABLE VII
COMPARISON OF STORAGE OVERHEAD (WHILE n = 512, ¢ = 7557773)

Scheme Vs Storage Cost (bits) RSU’s Storage Cost (bits) CA’s Storage Cost (bits)
[11] lhl + lid + lparamete'rs = 321 2lp + lid + lparameters = 23617 -
[21] 2lh,1 + lq + lparamete'rs = 568 2lh,l + lq + lparamete'rs = 568 -
Ours 8lp 4 lis + 2lpo + liqd + lparameters = 94977 6lp 4+ lho + lid + lpa.rameters = 71041 4lp 4+ lho + lid + lpa'rameters = 47489

3Th1 + T(;ha + 2T7n()d = 2.029n’1S.

As depicted in Fig. 6(a), the time cost of V' in our scheme
is higher than that in Dabra et al’s scheme [11] and Islam
and Basu’s scheme [21], since V' should perform additional
signature verification on RSU for checking the legitimacy of
RSU after pre-computation in our scheme. In 6(b), the time
cost of RSU in our scheme exceeds that of other schemes,
since RSU should perform additional signature creation for
proving its legitimacy and additional signature verification
on V for checking the legitimacy of V. In addition, RSUs
generally have abundant computing resources in real scenarios.
Although the time cost of V' and RSU in our scheme is
generally higher than that of other compared schemes, Dabra
et al’s scheme [11] only requires the AKA between users
and a server, where no trust transfer from the server to
RSU is involved and thus this scheme cannot be applied into
VANETS. The AKA in Islam and Basu’s scheme [21] involves
an intermediate node (i.e., central authority), thus the authority
suffers from high overheads and this scheme is not fit for
VANETs. In addition, the schemes [11], [21] fail to provide the
security properties of unlinkability, conditional privacy, public
verification of tracing, and racing robustness, which can be
offered by our scheme as shown in Table I. Consequently,
although LBRAKA incurs a higher computation overhead, it
offers more attractive security properties and is more fit for
VANETs.

2) Communication Overhead: In order to compare
LBRAKA with related works [11], [21] in terms of commu-
nication overhead, we set the output size of hash function
H, (SHA3-256) as lp; = 256 bits, the length of identity
and pseudonym as l;q = [lp;q = 32 bits, the output size
of hash function Hy as lo = 32logy(n) + 32 = 320
bits, the length of timestamp as [;s = 64 bits, the length
of each polynomial element as I, = n - log,(q) = 11776
bits, and the output size of characteristic function Cha(x)

Y
)

Computation Overhead of RSU (ms)

Computation Overhead of V (ms)

1 Dabraet al.'s Scheme
=1 Islamet a.'s Scheme
== Ours

Securltv Pa'ameter n
(b) Computation overhead of RSU

o

1 Dabraet a.'s Scheme
= Islam et a.'s Scheme
== Ours
0 M
12

Security Paramaer n

(a) Computation overhead of V'

Fig. 6. The comparison of computation overhead

as lecpe = n = 512 bits. In LBRAKA, the messages
exchanged between the vehicle and RSU in three rounds
of communication are @, = {a,,p,, Ty, 0,0}, Rrsu =
{@rsus Prous Trsus Wrsu, Krsus t1, Orsu}, and {wy, Ky},

the total communication overhead is 100, + 2{;s + 2l51 +
2lho + 2l chq = 120064 bits. Table VI presents the comparative
results of communication overhead. It is evident that the
total communication overhead of LBRAKA exceeds that of
Dabra et al.’s scheme [11] and Islam and Basu’s scheme [21].
However, Dabra et al.’s scheme [11] and Islam and Basu’s
scheme [21] are not fit for VANETSs, and fail to provide
attractive properties. In summary, although the overhead of
LBRAKA is higher than that of other schemes, it can provide
many attractive security properties and is fit for VANETS, thus
having potential usability.

3) Storage Overhead: We compare the storage cost of
LBRAKA with related works [11], [21] in this part. According
to the length assumption in communication overhead, we
compute the size of the data stored by each entity (i.e., the
vehicle, RSU, and CA).

In LBRAKA, the vehicle needs to store the public system
parameters and {ID,,T,, a,,p,, Sv, €,, Cred,,n,}, thus the
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storage cost of the vehicle is 81, + ;s + 210 +lia + parameters
= 94977 bits. In addition, RSU needs to store the public sys-
tem parameters and {1 D;.sy, Grsu; Prsys Srsus €rsus CTedrsy
= 71041 bits. At last, CA needs to store the public system
parameters and {ID,, a,, p,, d, }, thus the storage cost of CA
is 4, + lho + lig + lparameters = 47489 bits.

The storage cost of related works can be calculated by using
the same way. TABLE VII gives a comparison of LBRAKA
and related works [11], [21] with respect to the storage cost.
Although the storage overhead of LBRAKA is greater than
that of the schemes proposed by Dabra et al. [11] and Islam
and Basu [21], LBRAKA offers attractive security properties
(e.g., unlinkability, conditional privacy, public verification of
tracing, and tracing robustness), which are not ensured by the
works [11], [21] and bring additional overheads.
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Fig. 7. Unlinkability of LBRAKA

4) Unlinkability: During registration, CA divides registered
vehicles into a group or various subgroups with the same size,
and assigns the same expiration time for credentials issued to
each member of the same group or subgroup. When the cre-
dential of each vehicle within the group/subgroup is nearing its
expiration, all the vehicles of the same group/subgroup update
their public keys and credentials, thus the attacker is hard to
link the new and old public keys and credentials of a vehicle
according to the expiration time. However, the unlinkability
strength is related to the size of the group/subgroup.

Fig. 7 depicts the relationship between the unlinkability
strength and the size of the group/subgroup. When the expi-
ration time obfuscation is not adopted, LBRAKA exhibits the
weakest unlinkability of public key or credential. However,
if the obfuscation is employed, the unlinkability strength
increases as the size of the group/subgroup grows. Therefore,
a proper size of the group/subgroup could be determined to
achieve an expected unlinkability strength.

VI. CONCLUSION

In this paper, we proposed LBRAKA, a lattice-based robust
authenticated key agreement scheme, which enables anony-
mous authentication and key negotiation between vehicles and
RSUs. By assigning obfuscated expiration time for a vehicle’s
public key and certificate, their periodical updates and unlink-
ability are achieved. Through allowing the central authority
and vehicles to commit to the vehicles’ real identities and

public keys during registration, public verification of tracing
and tracing robustness are achieved. Performance analysis
indicates that LBRAKA has more attractive security properties
(e.g., public key unlinkability and robustness). Performance
evaluation and comparison shows LBRAKA’s efficacy and po-
tential usability. However, LBRAKA allows a central authority
to create and manage credentials, thus this scheme cannot be
applied to heterogeneous vehicular networks, which are com-
posed of different network/trust domains (e.g., mobile cellular
network). Thus, in the future, quantum-resistant decentralized
certificate management for authenticated key agreement needs
to be studied in heterogeneous vehicular networks, which does
not rely on a trusted third party.
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