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Abstract—The rapid advancement of generative AI models
empowers adversaries to craft sophisticated spoofing signals
that closely mimic legitimate transmissions at the physical
layer. This development poses a significant challenge for UAV
spoofing detection, particularly due to the severe constraints
on drone resources. To address this challenge, we propose a
novel mobility alignment-based spoofing detection framework for
drones, termed DroneMA. This method leverages an observed
phenomenon: the relative positions and movements of a drone
with respect to an attacker and a legitimate ground control
station (GCS) are inherently different. Consequently, the mobility
characteristics of spoofing signals differ from those of legitimate
signals. In DroneMA, the variation trend in the received signal
strength indicator (RSSI) is employed to capture the mobility
characteristics of drones, thereby facilitating practical imple-
mentation on off-the-shelf devices. To mitigate the inaccuracies
inherent in RSSI, we introduce a feature alignment method
that utilizes Z-score normalization and a Gated Recurrent Unit
(GRU) network. Addressing the challenge of unpredictable attack
models, we propose a detection scheme based on the Interquartile
Range (IQR) method, enabling the development of an effective
identification model using only positive samples. We conducted
real-world experiments to evaluate the effectiveness of DroneMA,
demonstrating a remarkable average accuracy of 92.78% across
three typical flight scenarios.

I. INTRODUCTION

Recent years have witnessed a spurt of progress in un-
manned aerial vehicles (UAVs), and consumer UAVs, com-
monly known as drones, have demonstrated significant poten-
tial and value in various domains, including smart agricul-
ture, public security, intelligent logistics, and military oper-
ations [1], [2]. In these application scenarios, drone security
authentication, particularly the verification, and authentication
of received control commands on the drone’s end, is of
paramount importance [3], [4]. However, due to the severe
constraints on drones’ energy and computational resources, it
is challenging to implement complex algorithmic models and
extensive authentication interactions. This limitation results
in a significant vulnerability in the verification of received
signals. Exploiting this weakness, malicious attackers can use
pre-acquired information, such as the source and destination
IP/MAC addresses, preamble, and protocol structure, to gen-
erate spoofing signals, thereby disrupting and commandeering
the drones [5]. Therefore, spoofing attacks pose a serious threat
to drone communications.
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Unfortunately, the rise of generative artificial intelligence
(AD) technology in recent years has further exacerbated con-
cerns regarding drone security detection and authentication.
Leveraging powerful generative Al models, malicious attack-
ers can easily mimic legitimate signals and even generate
spoofing signals with similar physical layer characteristics [6],
[7]. By relying on a period of sniffing, Al-based attackers
are allowed to generate high-quality spoofing signals without
prior knowledge of specific drone information. These spoofing
signals exhibit highly deceptive physical layer characteristics,
rendering traditional physical layer and higher-layer security
authentication methods ineffective. This emerging Al-based
spoofing attack poses a severe security challenge to current
drone security detection systems, especially given the signifi-
cant resource constraints of drones.

In general, physical layer authentication emerges as a
promising technology to counter spoofing attacks [8]-[10].
However, traditional physical layer security authentication
techniques prove inadequate when addressing these new Al-
based spoofing attacks in drone application scenarios. Ex-
isting physical layer security authentication methods can
be categorized into two types: physical layer authentication
methods based on channel state [11]-[13] and hardware
identification [14]-[16] using RF fingerprints. channel state-
based physical layer authentication proves unsuitable for high-
mobility drone environments [17], as drones’ dynamic nature
significantly undermines channel reciprocity’s manifestation.
RF fingerprint-based physical layer authentication, which de-
pends on subtle differences in physical layer characteristics
of RF signals, often requires additional signal extraction and
analysis techniques, posing challenges for scalability to off-
the-shelf devices [18]. Furthermore, generative Al models
equip spoofing attackers with the ability to produce spoofing
signals embedded with counterfeit physical layer features,
thereby compromising the drone’s capacity to discern the
physical characteristics of the RF fingerprinting [6], [7]. As a
result, considering the high mobility and resource constraints
of drones, developing lightweight detection methods capable
of countering generative Al model-based spoofing attacks
remains an open problem.

To fill this gap, this paper proposes a novel mobility
alignment-based spoofing detection scheme for drones, called
DroneMA, that leverages the mobility alignment reflected
in both the communication and sensing systems of drones.



By focusing on the dynamic nature of drone movement and
the corresponding RSSI variations, our framework transforms
the spoofing detection task into a problem of detecting in-
consistencies in mobility patterns. This approach provides a
robust and real-time solution tailored specifically for drone
communication scenarios by overcoming the challenges of
using RSSI as a detection feature, including its sensitivity to
environmental disturbances in drones, the impact of Automatic
Gain Control (AGC), and Global Positioning System (GPS)
localization inaccuracies, thereby ensuring significant perfor-
mance with easily extractable features. Extensive experiments
in real-world environments were conducted to validate the
feasibility and effectiveness of our proposed scheme. The
experimental results demonstrate that our scheme can achieve
accuracy rates of 95.85%, 87.62%, and 96.43% in three typical
drone operation scenarios, respectively. The main contributions
of this paper are summarized as follows:

« We propose a novel physical layer security authentication
method that exploits the consistency in a drone’s mobil-
ity attributes across different modalities. By leveraging
the inherent differences in the relative positions and
movements of the drone with respect to an attacker
and a legitimate GCS, we develop a spoofing detection
approach based on drone mobility.

o We present a novel spoofing attack detection framework
based on mobility alignment, termed DroneMA, which
utilizes easily extractable RSSI to characterize drone
mobility, facilitating its extension to off-the-shelf de-
vices. It also addresses RSSI instability issues through Z-
score normalization and an RSSI-to-Distance prediction
network model based on GRU (R2D-GRU) network.
Additionally, an IQR-based detection method is employed
to train the detection model using only positive samples.

o We conduct real-world proof-of-concept experiments us-
ing off-the-shelf devices under different scenarios and test
the proposed detection scheme.

Furthermore, the proposed DroneMA scheme has the fol-
lowing salient features:

o Real-Time Detection: Operates in real-time, continu-
ously monitoring communication and sensing data from
the drone to promptly detect any spoofing attacks.

o Lightweight: Designed to be computationally effi-
cient, making it suitable for deployment on resource-
constrained drone platforms without overwhelming the
drone’s processing capabilities.

o Adaptability: Designed for typical drone-ground com-
munication scenarios, this approach can be readily ex-
tended to related applications.

o Low Deployment Cost: Utilizes easily accessible RSSI
and positional data from standard drone communication
and sensing systems, eliminating the need for additional
hardware and simplifying deployment.

In the remainder of this article, we first introduce re-
lated work in Section II. The system model, motivation, and
challenges are given in Section III. Section IV presents the

proposed schemes. Section V provides the experiments and
results, and finally, Section VI concludes this paper.

II. RELATED WORK

Identity spoofing attacks pose significant threats to wireless
communication systems. In recent years, the rapid devel-
opment of generative Al technology has endowed spoofing
attacks with the ability to forge physical layer features,
making them more covert and harmful. Traditional security
approaches rely on cryptographic authentication. However,
physical layer spoofing attackers may have already captured
critical identification information from legitimate communi-
cations through preliminary sniffing, thereby compromising
the security of cryptographic authentication mechanisms. Con-
sequently, physical-layer security has emerged as a promis-
ing technique to complement and enhance cryptographic
mechanisms. Current physical-layer spoofing attack detection
schemes can be mainly divided into channel state-based and
hardware identification-based.

channel state-based methods utilize the inherent spatial char-
acteristics of wireless channels to detect spoofing attacks, such
as channel state information (CSI) [11] and received signal
strength (RSS) [12], [13]. However, in mobile scenarios, the
measurement results vary over time, leading to excessive false
positives. Consequently, these methods do not apply to drone-
GCS systems. Hardware identification-based methods leverage
the inherent imperfections that arise during the manufacturing
process of hardware components to uniquely verify the identity
of devices, such as Carrier Frequency Offset (CFO) [14], I/Q
imbalance [15], and clock skew [16]. However, the physical
layer features derived from hardware impairments are often
subtle and hard to extract, rendering them ineffective for
detecting spoofing attacks.

Recently, researchers have begun to utilize physical-layer
methods to counter identity spoofing attacks in drone sys-
tems. Some works design cryptographic schemes utilizing the
physical-layer characteristics of drones [19], [20], enhanc-
ing the security of drone communications. However, these
schemes can negatively impact the real-time responsiveness
of resource-constrained drones. Other works have designed
novel physical-layer authentication (PLA) frameworks [21]-
[23], which mainly rely on simulations rather than real drone
communication data, raising concerns about their effectiveness
and reliability in real-world scenarios.

Most notably, none of the aforementioned studies have
addressed Al-based spoofing attacks, which are capable of
generating spoofing signals that closely replicate the physical
layer characteristics of legitimate signals, thereby signifi-
cantly enhancing the likelihood of bypassing existing physical-
layer authentication methods. In contrast to these existing
approaches, our scheme focuses on detecting spoofing attacks
by leveraging the mobility characteristics reflected in both
the communication and sensing systems of drones. While
it employs signal strength as a feature, it diverges from
traditional channel state-based methods by emphasizing mo-
bility alignment within the drone model. Our solution, which



performs detection from the drone’s perspective, is specifically
designed for drone communication scenarios, offering easily
extractable features, notable performance improvements, and
real-time continuous spoofing attack detection. Crucially, it
addresses Al-based spoofing attacks by capitalizing on the rel-
ative mobility of the drone—an aspect that has been previously
overlooked in the literature.

ITII. SYSTEM MODEL, MOTIVATION AND CHALLENGE
A. System model

1) Drone system model: We consider a typical drone model
that includes a control system, a propulsion system, a com-
munication system, and a sensing system.

The control system primarily consists of the Flight Con-
troller, which is responsible for attitude control, mission plan-
ning, and data processing. The propulsion system encompasses
the Motors, which are governed by the Flight Controller to
facilitate the drone’s movement. The communication system
includes the Remote Control (RC) Radio and the Telemetry
Radio. The RC Radio allows interaction with the remote con-
troller, while the Telemetry Radio connects to the GCS using a
specific communication module and protocol, providing status
updates on this link. The sensing system consists of Sensors,
with Inertial Measurement Unit (IMU) and GPS receivers
being the most common. These sensors monitor crucial state
information about the drone and its environment, providing
data on the drone’s speed, attitude, and position.
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Fig. 1: System model.

2) Drone-GCS communication system model: Referring to
previous studies [23], [24], we consider a typical three-entity
model to describe the drone-GCS communication link, as
shown in Fig. 1. This model includes a legitimate GCS Alice,
a drone Bob, and a malicious attacker Eve. Specifically, the
drone is controlled by the ground station, while the malicious
attacker executes control signal spoofing attacks by sending
deceptive control signals in the same format. Due to the
open nature of the wireless transmission medium, drones,
and drone-GCS communication systems are susceptible to
spoofing attacks. Once a malicious attacker masquerades as
the ground station to access the drone-GCS network, they can

launch man-in-the-middle and physical collision attacks, caus-
ing severe damage. Drones typically operate at relatively high
altitudes, while GCS is generally located on the ground. Due
to the high elevation of drones and the typically unobstructed
environment, the communication between the drone and the
GCS is predominantly through line-of-sight (LOS) channels.

3) Attack model: We assume a powerful Al-based attacker
can masquerade the legitimate GCS by modifying its own
identity into the legitimate user’s. The attacker can manipulate
arbitrary fields in a frame, such as the source and destination
IP/MAC addresses, sequence numbers, frame checks, and so
on. It can leverage Al generative models to generate spoofing
signals with fabricated physical layer characteristics after sniff-
ing the communication between the drone and GCS for enough
time. During the execution of the attack, the attacker maintains
a stationary position, and its location can be arbitrary, but
typically it avoids being too close to the GCS to prevent
arousing suspicion. Besides, the attacker typically analyzes the
drone’s signals after detecting its presence before launching an
attack. Consequently, attacks are generally not initiated during
the initial moments of communication between the drone and
the GCS. It is worth noting that GPS spoofing attack detection
for drones is beyond the scope of this discussion. To simplify
the analysis, we assume that GPS signals possess spoofing
attack detection capabilities, meaning that the GPS information
is considered to be authentic and reliable.

4) Security obective: Our approach aims to detect spoofing
attacks by continuously monitoring the data from the drone’s
communication system and sensing system in real-time. This
enables the drone to take emergency measures such as return-
ing to the home position or switching communication methods
if an attacker impersonates the GCS. Since communication
with GCS becomes ineffective during a spoofing attack, this
detection method needs to be deployed on the drone itself.
Specifically, we set a sliding time window of a certain length
to capture the drone’s state data from the current moment and
the recent past. Our approach is conducted after establishing
the communication link between the drone and GCS. As
spoofing attacks generally do not occur during the initial phase
of communication, we can establish a continuous detection
sliding window during the communication initialization phase
to enable real-time continuous detection of spoofing attacks.

B. Motivation

Our spoofing attack detection schemes are motivated by the
following observations.

1) The communication and sensing systems both can reflect
drone movement trends: To maintain stable flighting, drones
rely on sensors such as GPS and IMU for real-time state
estimation. These sensors enable drones to continuously obtain
their positional coordinates and record the GCS’s location at
takeoff, thereby reflecting their movement trends relative to
the GCS in real-time. Additionally, the drone’s communication
system, which primarily receives task commands and transmits
remote sensing information, also records the current RSSI
to reflect the drone-GCS communication quality in real-time.



RSSI is a measure of the power level that a wireless device
receives from a signal. The RSSI received by terminals is
often affected by signal reflection, diffraction, and shadow-
ing, causing discrepancies between the actual radio loss and
theoretical predictions. Researchers commonly use the log-
distance path loss model (LDPL) to describe the relationship
between RSSI in dB and distance. According to the LDPL,
there is a logarithmic relationship between RSSI and distance,
meaning that as the distance between the transmitter and
receiver increases, the RSSI decreases logarithmically. The
LDPL model can be expressed by the equation above:

RSSI = RSSIy — 10 - n - logyg <(jo> , (1)
where RSSI is the RSSI value at the reference distance dj,
n is the path loss exponent that depends on the environment
(typically 2 for free space, higher for urban or indoor en-
vironments), d is the distance between the transmitter and
receiver, dg is a reference distance, usually 1 meter. The
path loss model is commonly used for distance estimation in
indoor localization tasks, combined with filtering techniques.
However, for outdoor scenarios, especially those involving
highly mobile entities, directly using the path loss model to
predict distance can result in unacceptable errors. During flight
missions, drones exhibit high mobility, and the RSSI received
by the drone changes continuously as it moves. Although we
cannot directly compute the distance, this phenomenon allows
us to infer the trend of the drone’s distance relative to the GCS
over time using the RSSI series. This movement trend should
be highly consistent with that reflected by the sensing system.

2) Easy access to RSSI: Unlike other hardware physical-
layer characteristics (such as CFO, I/Q imbalance, and CSI),
RSSI is the most readily accessible one. It can be easily ob-
tained from existing communication hardware without requir-
ing additional hardware support or computational overhead.
In typical drone-GCS communication links, RSSI values are
transmitted to the flight controller via the communication pro-
tocol, allowing easy recording of both receiver and transmitter
RSSI at any time. Consequently, RSSI-based spoofing attack
detection schemes for drones are highly versatile and flexible.

3) Differences in Relative Movement Between the Drone,
Legitimate GCS, and Attacker: Due to the covert nature of
wireless signal spoofing attacks, the legitimate GCS and the
attacker are often not co-located. This geographical disparity
creates differences in the relative movement between the
drone and the legitimate GCS compared to the drone and the
attacker, which can be leveraged for detecting spoofing attacks.
Although Al-based spoofing attacks generate signals that
closely resemble legitimate ones, leading to a certain degree
of ineffectiveness in traditional physical-layer authentication
methods, they cannot overcome the challenges posed by geo-
graphical and movement discrepancies. The GCS’s location is
difficult to acquire, and the drone’s movement is unpredictable.
Even if an attacker knows the position of the GCS and the
drone’s future movements, replicating the corresponding RSSI
is extremely challenging due to its inherent randomness.

Based on these observations, we propose leveraging mobil-
ity alignment to detect spoofing attacks on drones. Specifically,
while the drone’s sensing system computes the distance be-
tween the drone and the GCS, the RSSI also partially reflects
this distance. Therefore, if the communication originates solely
from the legitimate GCS, the distance indicated by the RSSI
should exhibit a consistent trend with the distance calculated
by the sensing system. In contrast, if a spoofing attack is
present, this relationship will be disrupted.

C. Challenges

Although RSSI is related to distance and can reflect drone
movement, achieving effective spoofing attack detection for
drone-GCS networks is non-trivial. The following challenges
must be addressed:

1) Environmental and Temporal Variability: RSSI values
are influenced by environmental factors such as temperature,
humidity, and random noise, causing fluctuations even at a
constant distance over time. This complicates establishing a
consistent correlation between RSSI and distance.

2) Impact of Automatic Gain Control (AGC): In drone radio
systems, RSSI values are primarily used to assess the quality of
wireless communication. The AGC circuit dynamically adjusts
the gain based on these RSSI values, which means that the
RSSI values we obtain are influenced by the AGC algorithm.
Consequently, this can lead to instances where longer distances
result in higher RSSI values compared to shorter distances for
the same pair of radios.

3) Inaccuracy of GPS Positioning: Drones rely on naviga-
tion systems for positional information, with GPS-IMU being
the most prevalent. GPS accuracy is limited by meter-level
errors, and altitude estimation can suffer from even greater
errors. This imprecision affects the drones’ ability to obtain
accurate distance measurements, impacting the effectiveness
of RSSI-based spoofing attack detection.

IV. DRONEMA FRAMEWORK

To address the main issues discussed above, in this section,
we propose a novel detection framework, i.e., Drone Mobility
Alignment Countering Al-based Spoofing Attacks.

A. Overview

Our framework is designed to operate on drones during
flight missions, as spoofing attacks often occur during this
time. By leveraging the mobility characteristics reflected in
both the drone communication system and sensing system, our
framework transforms the task of drone-GCS communication
spoofing detection into the detection of mobility alignment.

Fig. 2 shows an overview of the proposed scheme, where the
DroneMA can be divided into three parts: Z-score Normaliza-
tion, R2D-GRU network, and IQR-based detection. While in
flight, the drone’s communication system and sensing system
continuously record the RSSI data and the distance to the GCS
at each moment. The collected real-time flight data is then
processed using these components to detect spoofing attacks.

A fixed-length sliding window of size 7', sliding with a step
size of 1, records all RSSI and distance data over the past T’
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Fig. 2: DroneMA framework. Z-score normalization preprocesses the real-time RSSI and distance series collected by the drone.
R2D-GRU network then predicts the corresponding distance series from the normalized RSSI data. IQR-based detection method
compares the predicted and actual distance values using a threshold 6 to identify spoofing attacks. If consecutive warnings are
detected, the drone takes emergency measures to prevent further harm.

moments. For simplicity, all RSSI values are denoted as R
and all distance values as D. At time ¢., the RSSI series and
distance series are:

i th]7 (2)
) -D tc] . (3)

R, =[Ri—7+1,Ri.—1+2,--
D;. = [D¢.—1r41. Dt —142, ...

In the DroneMA Framework, the RSSI series and distance
series first undergo Z-score normalization as a preprocessing
step. The normalized RSSI series is then fed into the R2D-
GRU network to predict the normalized distance series. Fi-
nally, the predicted normalized distance series is compared
with the actual normalized distance series to compute the
correlation. An IQR-based threshold is used to determine the
presence of a spoofing attack. Next, we will provide a detailed
explanation of each component of the framework.

B." Z-score normalization

Given the difficulties in directly predicting distance values
using RSSI due to various factors mentioned in the challenges,
we adopt a strategy of predicting distance variation trends
using RSSI variation trends. Specifically, we apply Z-score
normalization to the RSSI values and distance values. The Z-
score normalization is calculated using the formula:

gy = B tins), )
O'RT

pj = P ttoe) 5)
UDT

where R; and D; are the respective values at time ¢, R}
and D; represent the normalized RSSI and distance values
at time ¢, pr,. and pp, are the mean values, given by ur, =
S Ryand pup, = = 3., D, and o, and op,. are the

standard deviations, given by og, = \/ % Z?Zl(Ri — Ry )?

and op, = \/% Z?zl(Di — 1tp,)?, of the RSSI and distance
values over the time period 7'. At this point, we can obtain
the normalized RSSI series and distance series R} and D} .

C. R2D-GRU network

To address the limitations of traditional RSSI-based distance
estimation methods in drone scenarios, such as their inability
to adapt to dynamic outdoor environments and lack of pre-
cision, we designed an RSSI-to-Distance prediction network
model based on GRU (R2D-GRU Network). Furthermore,
since the network focuses on Z-score normalized RSSI and
distance, it can exhibit a certain level of generalizability
and does not require retraining for specific communication
modules. As illustrated in Fig. 3, the network takes as input
the normalized RSSI series (R,’fc). Each time step’s normal-
ized RSSI value (R}) is fed into the network to predict
the corresponding normalized distance ([)g) for that specific
time step. The network then outputs a normalized distance
series (]f);c) of the same length as the input, which is used
for subsequent spoofing attack detection. In this way, the
R2D-network achieves the prediction of distance variation
trends based on RSSI variation trends. The R2D-GRU network
consists of five layers: an input layer, a GRU layer, a hidden
layer, an exponential layer, and an output layer.

1) Input layer: The input layer receives the normalized
RSSI series (R; ) and sequentially passes each time step’s
normalized RSSI (R}) to the next layer.

2) GRU Layer: The Gated Recurrent Unit (GRU) layer
comprises multiple GRU units that process time series through
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Fig. 3: Time-Unfolded architecture of R2D-GRU network.
The gray box indicates the network’s processing of data at
a specific time point.

update and reset gates, capturing long-term dependencies. The
GRU uses two main gates: the update gate and the reset gate.
The update gate z; determines how much of the previous state
ht_1 is retained, while the reset gate reset; controls how much
of the past information is forgotten:

2t = 0(Weary + Waphi—1 +bs), (6)

resety = o(Wypxy + Wenhe—1 + by), (N

hy = tanh(Wipxe + Whan(reset; © hy_1) +br),  (8)
he =2 @heoy + (1= 20) © hy, )

where x; is the input vector, h; is the output vector, z; and
reset, are the update and reset gate vectors, respectively,
and hy is the candidate hidden state. Compared to traditional
Recurrent Neural Networks, GRUs effectively mitigate the
vanishing gradient problem with their gating mechanisms.
GRUs achieve similar performance to LSTM networks but
with a simpler architecture and fewer parameters, leading to
faster training and reduced computational complexity. There-
fore, GRUs are ideal for predicting drone movement trends
from RSSI data.

3) Hidden layer: The hidden layer is composed of several
neurons that further process the data from the GRU layer,
extracting more complex features.

4) Exponential layer: An “Exponential Layer” in a neural
network serves as a specialized activation function designed to
transform each input value z into 10*. In drone-GCS commu-
nications, signal strength exhibits an exponential relationship
with distance, as described by the LDPL, with minimal inter-
ference from multipath and reflections in line-of-sight (LOS)
channels. Traditional activation functions, however, struggle

to capture this relationship efficiently, leading to slow training
and poor convergence. To address this, the R2D-GRU network
incorporates the Exponential Layer.

5) Output layer: The output layer produces the normalized
distance data (Dé), generating the predicted normalized dis-
tance series (]A)Q().

This network is lightweight, has a high recognition rate, and
can handle variable-length sequential data inputs, making it
suitable for real-time spoofing attack detection tasks on drones.

D. IQR-based detection

After obtaining the predicted normalized distance variation
trend, we assess whether the spoofing attack has occurred by
measuring its Pearson correlation with the actual normalized
distance variation trend. The Pearson correlation coefficient,
T4,, 1s calculated using the formula:

. S (D~ up)(Dy — pp)
VEL (D) = wp ) S (D) — i )?

where D; and ﬁ,’f are the actual and predicted normalized
distance values at time ¢, respectively. pps and pp, are the
mean values of the actual and predicted normalized distance
values, respectively, and 7" is the number of observations.

To determine the threshold 6 for spoofing attack detection,
we use the Interquartile Range (IQR) method, which is a
classic method from the field of anomaly detection [25], [26].
The IQR is a measure of statistical dispersion and is calculated
as the difference between the 75th percentile (Q3) and the
25th percentile (Q1) of the Pearson correlation coefficients.
The threshold is then set using the following formula:

9=Q1—k x IQR,
IQR = Q3 — Q1,

where £ is a constant factor typically set to 1.5, which is also
used in our work. Specifically, we calculate the threshold using
the training set that contains only positive samples (normal
samples without spoofing attacks) and use it to evaluate the
testing data that contains both positive samples and nega-
tive samples (samples with spoofing attacks). This approach
ensures generalizability, as the threshold is based solely on
positive samples, allowing any deviation to indicate a spoofing
attack. Additionally, in some extreme cases, the value of 6 may
be less than 0. To ensure that the actual normalized distance
values and the predicted normalized distance values maintain
a positive correlation, we set the threshold to 0.

Finally, by comparing the Pearson correlation coefficient of
the time series with the IQR-based threshold, we determine
whether the drone is under a spoofing attack at time ¢.. If the
Pearson correlation coefficient is greater than or equal to the
threshold, we classify the situation as normal. If it is less than
the threshold, we consider the drone-GCS communication to
be under a spoofing attack.

Normal,
Status =
Under Spoofing Attack,

, (10)

(11
12)

if ry, > 0;

13
if?"tc < 6. ( )



Overall, DroneMA addresses the challenge of predicting
distance from RSSI by effectively utilizing temporal RSSI
information to infer drone movement trends through normal-
ization preprocessing and a deep learning-based approach.
The IQR-based threshold method, which uses only positive
samples to define the classification boundary, can resist various
spoofing attacks, including those not present in the negative
samples. The network structure used in this scheme is simple,
with few parameters, and the computational complexity for de-
tection remains polynomial, making it suitable for deployment
on resource-constrained drones.

V. EXPERIMENTAL EVALUATION

Currently, there is a lack of publicly available datasets that
provide RSSI and distance data for drones, and simulated data
often fail to represent real-world conditions accurately. In this
section, we have conducted real-world experiments to evaluate
the performance of proposed schemes.

A. Experimental setup

1) Experimental device configuration: In this subsection,
we provide a detailed description of the drone and GCS
settings used in the experiment.

As illustrated in Fig. 4, the experimental drone is a quad-
copter equipped with a Pixhawk 6¢ mini flight controller and
an NVIDIA Jetson Nano BO1 4GB as the onboard computer.
In our experiments, we utilized only some of the sensors,
including the IMU sensors integrated with the Pixhawk 6c¢
mini and a Cirocomm PA025AZ0009 GPS receiver. Addition-
ally, the telemetry radio employed is one of the most popular
radio platforms for drones, the SiK Telemetry Radio V3. This
telemetry radio operates at a frequency of 915 MHz with a
maximum output power of 500 mW. It provides an RSSI value
in the range of 0-255, which can be converted to received
signal strength (RSS) in dBm using the following formula:

RSS (dBm) = <RSSI) —127.

1.9 (14

On the GCS, we used an HP laptop equipped with the
Mission Planner application. This laptop was connected to a
SiK Telemetry Radio V3, the same radio used on the drone.

During the experiment, the telemetry radio was used to
connect the drone and the GCS. They communicated via
the MAVLink protocol, a lightweight messaging protocol for
drones, which transmitted real-time status information of the
drone. To avoid the influence of takeoff and landing phases,
we only collected data when the drone was at a fixed altitude.

Specifically, we collected three types of MAVLink mes-
sages: RADIO_STATUS, LOCAL_POSITION_NED, and
MAVLINK_HOME_POSITION. These messages were set to
a transmission frequency of 1Hz to continuously collect the
current RSSI information, the current position information,
and the home position information (used to approximate the
distance between the drone and the GCS).

Misson Planner GCS

Application SiK Telemetry Radio V3 GPS Receiver

HP Laptop

Pixhawk 6¢c mini Jetson Nano B01

Fig. 4: Experimental setup for drone and GCS.
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Fig. 5: Experimental scenarios corresponding to 3 common
drone movement patterns.

2) Scenario configuration: To design realistic and effective
experiments, we devised three experimental scenarios based
on common drone tasks:

1) Back-and-Forth pattern: This pattern involves the
drone moving along a straight path back and forth, which
is often used for monitoring linear or elongated terrains,
as well as for cargo transportation between two points.

2) Closed-loop pattern: In this pattern, the drone follows
a closed loop, aimed at covering and monitoring an
enclosed area, which is commonly used for area patrol,
3D modeling, and multi-point cargo transportation.

3) Serpentine-like pattern: The drone executes a motion
in this pattern similar to a serpentine-like path, designed
to systematically cover large areas, which is often used
for agricultural monitoring, land surveying and scanning.

To implement these three scenarios, the GCS was positioned
near the drone’s takeoff location, with two attackers placed
midway and at the farthest point from the GCS along the
drone’s flight path. Data communicated with the GCS were
considered positive samples, while data from the attackers
were considered negative samples. In Scenarios 1 and 2, the
drone repeated the motion three times, while in Scenario 3,
the drone executed the motion once. Fig. 7 illustrates the flight
mission. For each scenario, we collected 10 sets of flight data,
and for each attack condition, we collected 5 sets, totaling 60
sets. This yielded 7,312 positive samples and 6,887 negative
samples. The sample distribution is summarized in Table I.

3) R2D-GRU network configuration: The R2D-GRU net-
work was implemented using PyTorch. The specific network
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Fig. 6: Flight mission executed by the drone. Scenario 1: 3
back-and-forth runs (300m total). Scenario 2: 3 loops (240m
total). Scenario 3: 1 run (175m total). Due to security con-
siderations, our experiments were conducted within a limited
range. Nonetheless, we meticulously accounted for various
relative positions among the drone, attacker, and GCS, thereby
ensuring that our findings are comparable to those obtained
from experiments conducted over greater distances.

TABLE I: Distribution of positive and negative samples across
experimental scenarios.

Experimental Scenario  Positive Samples ~ Negative Samples

Scenario 1 2737 2678
Scenario 2 2698 2343
Scenario 3 1877 1866
Total 7312 6887

parameters are summarized in Table II. The network has only
4,253 trainable parameters, demonstrating its lightweight na-
ture. This ensures rapid training and fast inference on resource-
constrained drone terminals, thereby guaranteeing the real-
time performance of the detection scheme. During training, we
used only positive samples to train the network. The training
process consisted of 100 epochs with a learning rate of 0.001,
using the Adam optimizer and MSE loss function.

TABLE II: Model summary of R2D-GRU network.

Layer (Type) Input Shape  Output Shape  # Param
GRU Layer (GRU) 1 32 3264
Hidden Layer (Fully connected) 32 32 1056
Exponential Layer (Activation) 32 32 0
Output Layer (Fully connected) 32 1 33

Total params: 4253

B. Effectiveness in spoofing attack detection

To evaluate the effectiveness of the spoofing attack detection
framework, we treat the detection task as a binary classification
problem. We use the standard performance metrics: Accuracy,
Precision, Recall, and F1 Score.

1) Optimal train window size for DroneMA: In this section,
we analyze the impact of different train window sizes on the
performance of the DroneMA. As illustrated in Figure 7a, the
accuracy increases with the size of the train window to 40,
after which it starts to decrease in all scenarios. The likely
explanation for this trend is that when the window size is less
than 40, the period is too short for the network to adequately
capture the correlation between RSSI and distance. On the

other hand, when the window size exceeds 40, the drone’s
position and environment may undergo substantial changes
over an extended period. Consequently, information collected
earlier in the window may become irrelevant to the present
time, leading to a reduction in the detection efficiency. Based
on these results, a train window size of 40 appears to be the
optimal choice. This window size captures sufficient temporal
dynamics to enhance the model’s ability to detect spoofing
attacks while avoiding the pitfalls of overfitting.

2) Detection performance under different test window sizes:
DroneMA is capable of accepting variable-length time series
for analysis. However, at the initial stages of a flight mission,
the length of the selectable time window is constrained by
the limited data available. Only after a certain duration of
flight can longer time windows be effectively utilized for
more comprehensive analysis. Consequently, it is imperative to
explore the detection performance of DroneMA under varying
time window sizes to understand how the duration of the
time window impacts the accuracy of the spoofing attack
detection. In Fig. 7b, the detection performance is evaluated
using four metrics: Accuracy, Precision, Recall, and F1 Score,
across different test window sizes for three scenarios (Scenario
1, Scenario 2, and Scenario 3) as well as the combined
scenario (Total). As the test window size increases, all metrics
show steady improvement, indicating that longer test windows
lead to better spoofing attack detection performance. The
detection accuracy for each scenario with the test window
size set to 90 is 95.85%, 87.62%, and 96.43%, respectively.
Overall, the combined scenario achieves a detection accuracy
of 92.78%. DroneMA’s Recall is consistently high, indicating
the model’s effectiveness in recognizing normal conditions,
which is beneficial for the drone’s regular operation as frequent
false negatives would significantly impact its usability. The
Precision is slightly lower, suggesting some false positives.
The close values of F1 Score and Accuracy imply that the
model is well-balanced in distinguishing between normal
and spoofed scenarios and that the dataset has a reasonable
proportion of positive and negative samples.

3) Comparative Analysis of DroneMA with Traditional
Methods: To demonstrate the superiority of our proposed
scheme, we compared DroneMA with traditional methods
based on the LDPL and LDPL with Gaussian filtering [27],
[28]. In these comparative methods, the Z-score normaliza-
tion and R2D-Network components of our framework were
replaced with traditional LDPL-based methods, as shown in
Equation 1. The RSSIj value was determined through direct
measurement, while the path loss exponent n was estimated
using the least squares method, resulting in a value of 2.4.

As depicted in Fig. 7c, in the combined scenarios consider-
ing all three test scenarios, when the test window size was 10,
the LDPL method slightly outperformed our approach. This
is because, over short periods, the DroneMA scheme may
not capture the communication environment characteristics
accurately. However, at other window lengths, the LDPL-
based methods consistently showed lower accuracy. Tradi-
tional wireless ranging methods fail to effectively reflect drone
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Fig. 7: Evaluation results of DroneMA.

mobility, resulting in poor differentiation between normal and
spoofed scenarios. As a result, when calculating the IQR
threshold, the values consistently fell below zero. Additionally,
traditional distance estimation methods rely solely on the
current RSSI value, disregarding previous data. Since RSSI
values can remain constant over some time, the distance
calculated using path loss-based RSSI methods also remains
unchanged, leading to identical series that cannot compute
the Pearson correlation coefficient, rendering spoofing attack
detection ineffective during these periods. Introducing filter-
ing marginally improved the accuracy of the LDPL method.
While filtering can reduce noise, it also diminishes the ability
to respond to drone mobility. Thus, filtering methods may
work in static ranging environments but struggle in dynamic
scenarios. Notably, we also experimented with incorporating
Gaussian and Kalman filtering in DroneMA but observed a
slight performance decline. We hypothesize this is because fil-
tering reduces the details in RSSI reflecting drone movements.
Additionally, our GRU-based prediction network inherently
possesses denoising capabilities due to its ability to remember
past information, capturing hidden drone movement informa-
tion in the RSSI series without needing explicit filtering. In
summary, our method adapts to drone mobility over slightly
longer flight times, providing more accurate spoofing attack
detection compared to traditional methods.

4) Efficiency of DroneMA: To illustrate the lightweight
nature of our proposed DroneMA scheme, we deployed the
algorithm on the drone’s onboard computer and measured
the processing time and floating-point operations (FLOPs)
required for different test window sizes. Table III shows the
distribution of processing time and FLOPs across test window
sizes ranging from 10 to 90. The results demonstrate that
even for the largest test window size, the processing time
remains under 12 milliseconds, and the FLOPs count stays
below 800,000. These values highlight the efficiency and
computational feasibility of DroneMA, making it suitable for
deployment on resource-constrained drone nodes. The low
computational overhead ensures that the scheme can operate
in real-time, providing timely and reliable spoofing attack

detection without significantly draining the drone’s resources.

TABLE III: Processing time and FLOPs of DroneMA across
different test window sizes.

Test window size 10 30 50 70 90
Processing time(ms) 3.075 5.532 7.341 9.972 11.802
FLOPs 87824 263464 439104 613764 790384

VI. CONCLUSION

In this paper, we delved into the detection of spoofing
attacks within drone-GCS networks. By harnessing the con-
cept of mobility alignment, which is reflected in both the
communication and sensing systems of drones, the proposed
DroneMA framework adeptly accommodates the high mobility
and dynamic environmental conditions characteristic of drone
scenarios, facilitating real-time, continuous spoofing attack de-
tection. Experimental results demonstrated that the DroneMA
framework delivers commendable performance across three
tested scenarios, achieving a detection accuracy of 92.78%
with a test window size of 90. However, to ensure that our
solution is not only effective but also resilient under a wide
array of conditions, future work will focus on enhancing
the robustness of the system. Several challenges need to
be addressed, including the formal analysis of the proposed
solution, the application of longer and more distant flight
missions in testing, the incorporation of a broader range of
attacker strategies (such as dynamic attacks and multi-attacker
scenarios), and the consideration of drone swarm scenarios. By
addressing these issues, DroneMA will not only maintain its
effectiveness but also exhibit greater robustness in the face of
diverse security conditions.
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